
 Efficiently Training Neural Networks  
for Verified Robustness  

Alessandro De Palma 
Imperial College London



Adversarial Examples

[Goodfellow et al., 2015]



Adversarial Examples

[Goodfellow et al., 2015]



Adversarial Examples

[Goodfellow et al., 2015]



• Neural Network Verification 

• Training for Verified Robustness


• NLP?


• Discussion

Outline



Condition 
on 

inputs

Image Deformations

Neural Network Verification



Condition 
on 

inputs

Image Deformations

Neural Network Verification



Condition 
on 

inputs

Image Deformations

Neural Network Verification



Condition 
on 

inputs

Image Deformations

Neural Network Verification



Condition 
on 

inputs

Image Deformations

Neural Network Verification



Condition 
on 

inputs

Image Deformations

Property is satisfied

Neural Network Verification

Classifications

Safe

Error



Condition 
on 

inputs

Image Deformations

Property is satisfied

Neural Network Verification

Classifications

Safe

Error

<latexit sha1_base64="pdWq29/Z/uICXO8OTu8ZadZuP5c="></latexit>

NP-HARD



Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations



Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations



Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations



Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations



Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations



Verify subset of properties

Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations



Property is not satisfiedVerify subset of properties

Branch and Bound: Bounding

Condition 
on 

inputs

Image Deformations Classifications

Safe

Error



Convex Relaxation: Planet



Convex Relaxation: Planet

<latexit sha1_base64="GtlXN/Ck+7kn2XcJGrJOzEB4q8k="></latexit>

�px̂kq
<latexit sha1_base64="GcXkXDXG/dN54gsBOlTpWOGe3SA="></latexit>

l̂kr0s ûkr0s
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x̂kr0s

xkr0s
<latexit sha1_base64="qwc9ecjinSB3ztHqHWJG9C9oWL8="></latexit>Ñ



Convex Relaxation: Planet

<latexit sha1_base64="GtlXN/Ck+7kn2XcJGrJOzEB4q8k="></latexit>

�px̂kq
<latexit sha1_base64="GcXkXDXG/dN54gsBOlTpWOGe3SA="></latexit>

l̂kr0s ûkr0s
x̂kr0s

xkr0s

<latexit sha1_base64="ZDlgDZDpXVYBfhN+PvccRmwQjwc="></latexit>

Convp�px̂kq, l̂k, ûkq
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[Ehlers 2017, Wong and Kolter, 2018; Zhang et al., 2018; Dvijotham et al. 
2018; Singh et al. 2018; Bunel et al., 2020, Xu et al. 2021, Wang et al. 2021]
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Loss Sensitivity
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Sensitivity of CC-IBP and MTL-IBP to the convex
combination coefficient ↵ on the first 1000 CIFAR-10
test images.



Experimental Results

<latexit sha1_base64="ofGxm1qkfemfgsHpHLZKZnyUvOg="></latexit>

Performance of different verified training algorithms under `1 norm perturbations on
the CIFAR-10 dataset.

Dataset ✏ Method Standard acc. [%] Verified rob. acc. [%] Training time [s]

CIFAR-10

2
255

CC-IBP 80.09 63.78 1.77 ⇥ 104

MTL-IBP 80.11 63.24 1.76 ⇥ 104

STAPS 79.76 62.98 1.41 ⇥ 105

SABR 79.24 62.84 2.56 ⇥ 104

SortNet 67.72 56.94 4.04 ⇥ 104

IBP-R 78.19 61.97 9.34 ⇥ 103

CROWN-IBP 71.52 53.97 9.13 ⇥ 104

8
255

CC-IBP 53.71 35.27 1.72 ⇥ 104

MTL-IBP 53.35 35.44 1.70 ⇥ 104

STAPS 52.82 34.65 2.70 ⇥ 104

SABR 52.38 35.13 2.64 ⇥ 104

SortNet 54.84 40.39 4.04 ⇥ 104

IBP-R 52.74 27.55 5.89 ⇥ 103

IBP 48.94 34.97 9.51 ⇥ 103



Experimental Results
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Performance of different verified training algorithms under `1 norm perturbations on
the TinyImageNet and downscaled (64⇥ 64) ImageNet datasets.

Dataset ✏ Method Standard acc. [%] Verified rob. acc. [%] Training time [s]

TinyImageNet 1
255

CC-IBP 32.71 23.10 6.58 ⇥ 104

MTL-IBP 32.76 24.14 6.56 ⇥ 104

STAPS 28.98 22.16 3.06 ⇥ 105

SABR 28.85 20.46 2.07 ⇥ 105

SortNet 25.69 18.18 1.56 ⇥ 105

IBP 25.92 17.87 3.53 ⇥ 104

ImageNet64 1
255

CC-IBP 19.62 11.87 3.26 ⇥ 105

MTL-IBP 20.15 12.13 3.52 ⇥ 105

SortNet 14.79 9.54 6.58 ⇥ 105

CROWN-IBP 16.23 8.73 /
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• Examine applications to different data domains.
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• Interaction: black-box, prompt-
based (zero) few-shot learning;
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• Textual inputs are discrete.
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Discussion


